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Unit I: Introduction (9 hours)

History - What is Information Security? — Critical characteristics
of Information — NSTISSC Security Model — Components of an
Information System — Securing the components — Balancing

Security and Access — The SDLC - The Security SDLC.

Unit I1: Security Investigation (9 hours)
Need for Security — Business needs — Threats — Attacks — Legal,

Ethical and Professional Issues.

Unit III: Security Analysis (9 hours)

Risk Management: Identifying and Assessing risk, Assessing and
Controlling Risk.

Unit I'V: Logical Design (9 hours)

Blueprint for Security — Information Security policy — Standards
and Practices — [SO17799/BS7799, NIST models — VISA
International Security Model — Design of Security Architecture —

Planning for Continuity.
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Logical Design

.:| Blueprint for Information Security |
4.2 Information Security Policy, Standards
and Procedures
4.3 SO 17799/BS 7799 Maodel 8
4.4 NIST Models )
4.5 VISA International Security Model
| 4.6 Design of Security Architecture -
- 4.7 Planning for Continuity |
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as area of interest includes

Machine Learning, Internet of Things,

Sor Networks, Computer Networks, Data Structures,
ing, Cryptography and Network Security.

Mrs. R.Menaka currently working as Associate Professor in
Department of Information Technology at Vellalar College of
Engineering and Technology, Erode, India. She completed B.E.
CSFE during 1997, M.Tech. CSE during 2004 and pursuing her
Ph.D under Anna University, Chennai. She published 10 papers
in Intemational and National Conferences and Journals. Her
research imterest is Information Security, Web Technologies, Big
§ Data Analytics, and Machine Leamning.
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